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1 Introduction

1.1 Electronic Environmental Reporting and the E2 System

The Rhode Island Electronic Environmental reporting system (E2) is a web-based information
system that allows the regulated community to electronically submit reports to the Department of
Health (RIDOH).

The E2 system provides an alternative to submitting hand-written or paper-based reports that is
faster, more efficient, and requires less processing for labs and the RIDOH. As a fully operational
electronic reporting system, all of the necessary legal, security, and electronic signature
functionalities have been included to serve as a completely paperless reporting system.

Currently, the E2 system allows laboratories to submit two major categories of reports:

e Electronic Drinking Water Reports (DWR)
e Electronic Private Well Testing Act (PWTA) Reports

Currently, the E2 system allows water systems to view electronic Drinking Water Reports (DWR)
containing analytical results submitted by laboratories on behalf of the water system.

1.2 Reasons for and Benefits of Electronic Reporting with E2
Electronic reporting provides the following benefits:

e (@ives the user greater control over the quality of data flow.

e Reduces reporting costs by offering a streamlined reporting method using readily available
computer tools.

e Offers on-line availability of reports and their processing status.

e Improves reported data integrity and security.

e Saves the RIDOH costs by reducing, and better utilizing resources required for managing
reports.

e Adds to the overall effectiveness of the RIDOH program areas with faster response for data
analyses, compliance assessment, and decision-making.

e Allows for behind-the-scenes evaluations (informal data audits) of laboratory data
submissions with respect to laboratories approved for certification, effective certification
dates to analyze for specified parameters, using specified methods and techniques.

1.3 Contact Information
The E2 Coordinator can be reached at:

DWR
E2 Coordinator
Rhode Island DOH
waterdatahelp@health.ri.gov
mailto:
Phone: (401) 222-7622
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1.4 E2 System Overview

As a web-enabled system, Laboratories and Water Systems can access the E2 system at minimal
cost using existing Internet access. The E2 system provides Water Systems with the following
capabilities with respect to Laboratories:

e Ability to specify which laboratories can submit analytical reports. E2 allows water
systems to specify which laboratories can submit analytical reports on their behalf.

e Ability to view laboratory analytical reports. E2 allows water systems to view
laboratory analytical reports that have been submitted on their behalf. In addition, the
processing status of each sample / result can be viewed.

The E2 system provides Laboratories with the following capabilities:

e Ability to submit original or revised laboratory reports. E2 allows laboratories to either
fill out the reports online, upload report submissions, or copy-and-paste reports from a
laboratory’s local spreadsheet program.

e Ability to view validation messages online. All submissions can be validated to verify
that they meet minimum validation criteria. Meaningful validation messages help pinpoint
reporting errors so they can be corrected and resubmitted.

e Ability to save partially completed reports. If a user does not finish filling out a report
in one session, he or she can save the report and resume filling it out at a later time. DOH
will not review partially completed reports. The user must submit the report in order for
the data to be processed by DOH.

e Ability to view and print previously submitted reports. All submissions made through
the E2 reporting system are saved for later retrieval.

e Ability to monitor the status of all submissions. Users can log in to see the current
processing status of all submissions (Pending, Processed, and Rejected). Users also receive
an email notification of the submission status. In addition, program specific processing
statuses can be tracked.

In essence, the E2 system serves as an electronic filing cabinet, allowing Water Systems to manage
their own reporting to RIDOH and monitor the status of past report submissions.

In order to provide sufficient security for all submitted information, access to the E2 system is
restricted in the following ways:

e Any person that wants to have access to the E2 system must have an authorized RIDOH
Online account.

e Any Laboratory that wants to submit reports for a particular Water System must request
and be granted an association with the Water System if the Water System doesn’t allow
everyone to submit reports for them.
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2 Minimum System Requirements

Laboratories and Water Systems must be able to access RIDOH’s E2 website through the Internet
and have an active e-mail account to receive system messages. Typically, such access is available
either through a dedicated connection (i.e.: local area network) or a modem connection to an
Internet Service Provider.

To ensure that all of the features of the Department’s E2 system are available, a Laboratory must
use Microsoft Internet Explorer web browser (version 6.0 or higher) and Adobe Reader (version
5.0 or higher). The performance of the E2 system will vary based on the computer’s internet
connection speed, CPU, Operating System, and available memory. RIDOH recommends the
following system configuration:

Broadband Internet Connection

Pentium II processor or higher

Microsoft Windows 2000 or higher

256 MB of RAM or higher

Microsoft Internet Explorer 6.0 or higher
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3 E2-DWR System Description

As with a regular paper and computer program cabinet, the E2-DWR electronic filing cabinet is
surrounded by a number of procedures that guarantee that the available information is up-to-date
and accurate. Information must be categorized and placed in the correct places. Keys to the locked
drawers must be distributed to the appropriate people. Some files must pass across a number of
desks to get signed off. A typical E2-DWR submission performed by a laboratory is provided

below:

3.1 Abbreviated E2-DWR Submission Process:

Laboratory:

Step 1: Laboratory User logs into the E2 Reporting System via the Internet with user ID and

Step 2:

Step 3:

password.
Using the Laboratory > Create a New Report screen, the user selects a laboratory
under the “Safe Drinking Water Reports” section.
The user previews and prepares e-DWR XML file in accordance with reporting
requirements using one of three methods.
e Step 3A: Downloading an XML template file and generating their own
submission file
e Step 3B: Completing the online entry web form and generating a
submission file. The file may be saved locally for later submission.
e Step 3C: Copying and pasting data into the online web form and generating
a submission file. The file may be saved locally for later submission.
e  Step 3D: Using the Microsoft Excel Template to generate an XML file for
upload.

Step 4: Certify the data entered.

Step S:

The Server receives the file, and issues a receipt of confirmation to the user on the
screen. A separate receipt confirmation email will be automatically sent to the user.
The Server verifies that the e-DWR XML file conforms to very specific data
validation rules and business requirements stored in the Server. If it does, the
submission is noted as such on the Server for reference. If not, the submission will
be noted as ‘rejected’ and the user will be notified via email. The user must cure the
problems and submit revisions to the E2-DWR Server. In any case, an email is sent
to the certifier stating the status of the submitted DWR.

Step 6: Valid DWR submissions can be viewed and printed at any time.
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3.2 Abbreviated E2-PWTA Submission Process:

Step 1: Laboratory User logs into the E2 Reporting System via the Internet with user ID and

Step 2:

Step 3:

password.

Using the Laboratory > Create New Reports screen, the user selects a laboratory
under the PWTA report type heading.

The user previews and prepares e-PWTA XML file in accordance with reporting
requirements, as specified in the “RIDOH PWTA XML Transmission Protocol”
using one of three methods.

e Option A (Online Forms): Click the “Entry” link to begin filling out the
PWTA report using a series of online entry forms.

e Option B (Excel): Click the “Excel” link to download an Excel template.
Use this template to fill out PWTA report and click “Generate XML” button
from within Excel file to generate XML submission file. Then go to
“Upload XML Reports” menu option in E2 to upload the XML file.

e Option C (XML): Click the “XML” link to download an XML template.
Use this file to generate a submission file in XML format. Then go to
“Upload XML Reports” menu option in E2 to upload the XML file.

Step 4: Certify the data entered by supplying your PIN (only provided to Lab certifiers) and

Step S:

Step 6:

click to submit the report to the DOH.

The Server receives the file, and issues a receipt of confirmation to the user on the
screen. A separate receipt confirmation email will be automatically sent to the user.
The Server verifies that the e-PWTA XML file conforms to specific data validation
rules and business requirements. If it passes validation, the submission is noted as
such on the Server for reference. If not, the submission will be noted as ‘rejected’.
The user is notified via email of validation status. If the submission is rejected, the
user must fix the errors and resubmit the file to the E2-PWTA Server.

All past PWTA submissions made through E2 can be viewed and printed at any
time at the “View Submission” menu option.
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4 Getting Started

4.1 Creating a User Account

In order to gain access to the E2 Reporting System, a User Account must first be created. If the
user does not already have an account, one can be created clicking the ‘New to the system?’ link.

To access e-DWR, please provide
your username and passwori,

Username: I] ]

Passworil: | |

Help
@ Forgot your password?

[ @ Hew to the system ?]

This will display the user registration page shown below.

New User Information

First Name:*

Last Name:*

|
|
Last 4-digit SSN:* |:|

Company:

Job Title:

Email Address:" i.e. john@rabc.com)

Confirm Email:*

Phone: MO0 A0

UserName:*

|
|
| f
| |
| ‘
| |

{5~20 alphanumeric characters - at least one letter; no spaces)
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Required fields are followed by an asterisk. Once all required fields are filled out with valid data
the user can click the submit button to create an account. The account will be created in the
system and the username and password will be emailed to the address given on the registration
page. With this User Account, a user can now login to the E2 Reporting System.

4.2 Rhode Island E2-DWR Website Login
After entering a valid username and password at the login page, the user is brought to the E2 Home
page, which provides a brief description of the system, and highlights any announcements created
by the administrator.

Note: If this is the first time you have entered the E2 Reporting System, only the “My Account”
menu will be available on the left hand Navigation Panel.

0 Home @ Help Logout {
-

Laboratory L ‘Welcome to the Rhode Island DOH Electronic Drinking Water Reporting System

J Create Hew Reports The Elec?ronil: Er_wir_onmental (I_EQ] Reporting Sy?;tel_'n is designed to allow _Iahoratories Rhode Island Department of Health to accept
s electronic of envir tal ing data from laboratories.

=] Upload XML Reports

2 v Swied Reports The E2 system is currently comprised of a Drinking Water Reporting (DWR) module and Private Well Testing (PWT) module. The

system provides laboratories with an alternative way to submit data, using XML protocol, and allows RIDOH to electronically

Lﬂ View Submission i the data, ack ledge receipt, and upload data to state’s central databases.

2] View PWTA Reports
_QQ Reference Data
| [l —

Admin Tools *

ﬁj Security Configuration

47 System Configuration

] Facility Management

—

& Reports Management | Rhode Island Department of Health « 3 Capitol Hill « Providence Rl

€9 615 Validation Test 02908 B swoot itano [ 508 T
e Woice: 401-222-2231 ¢ Fax 401-222-6548 « TTY: 711 » Contact Us B Wit i

— A Rhode Island Government Website « © 1998—
My-Account o Last Madifisd: 2007-06-06 19:43
. o

Before proceeding, we will be taking a closer look at the layout of the application as a whole,
starting with the status bar.

@ Home @ Help

The status bar is intended to provide quick access to the current module, user information, and
general system functions.

H
. Towards the left part of the status bar, the Home icon allows the user to return
to the DWR module default page.

Hel
. The user can access online help by clicking on this icon.

Once finished using the E2 Reporting System, the user may log out using the
logout icon.
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To continue on with the layout of the application, the function bar is located in the frame to the left
of the main area of the screen. Each functional area is highlighted below.

Under Laboratory are the following topics:

o |lJ CreateliewReports The Create New Reports icon leads to the heart of the E2-DWR
System. Up to date reports can be viewed, printed, and downloaded here. Also, web forms
can be used to enter and submit data. Much of this document will focus on this functional
area.

e By clicking on the Upload XML Reports icon, a user can select and

upload a DWR or a PWTA file in XML format that has been generated in compliance with
the e-DWR schema. Before submission, the files can be tested for completeness and
compliance with the e-DWR schema.

7] Retrieve Saved Reports . . .
o By clicking on the Retrieve Saved Reports icon, a user can make

changes to, or delete a saved report.

o |l View submission | yywR and PWTA files that have been submitted can be viewed and
downloaded by clicking on View Submission. Submissions can be viewed and searched by
laboratory and submission date.

|L;| View PWTA Reports

| PWTA files that have been processed or resubmitted can be viewed
by clicking View PWTA Reports. Submissions can be viewed and searched by laboratory,
submission date, county, and municipality. They cannot be downloaded.

_.l Reference Data

Laboratories can find information regarding water systems, including
details of the facility and information pertaining to the Safe Drinking Water reports
submitted by the facility by clicking on this icon. In addition, the method and parameter
reference data is provided.

Under My Account are the following topics:

9:_,- Basic Information , . X Lo .
o The user’s account information can be seen by clicking on Basic

Information.

%) Manage PIN C . .
o = g The user can request a new PIN after clicking on this icon.

,_C:p Aszsociated Laboratory

Associated Laboratory functions include actions such as viewing
the laboratories that the user is associated with, the user’s role in reference to that
laboratory, and specific laboratory information such as address and E2 Reporting System
participation status.
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4.3 My Account

The “My Account” section provides three important links. The function of these links is provided
in the following subsections.

4.3.1 Basic Information

9_; Basic Information

Select the Basic Information icon ( ) to view your E2 account information. This

will provide a link to the following page

User ID: admin

First Hame: admin

Last Hame: enfoTech

Job Title: Super Admin

e-mail Address: maggie_hsueh@enfotech.com
Account Status: Active

The information can be updated by the E2 Admin.

4.3.2 Manage PIN

A PIN serves as your electronic signature, which allows you to certify the laboratory results that
are submitted. It is used in addition to the password that you are issued. A user can request a new

PIN by selecting the Manage PIN icon, [ =) Manage Pil |
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o My Account = Manage PIN

Below you can request a new PIN.

To request a new PIN you must enter your four digit verification number (i.e. the last four digits of your Social
Security Number or the last 4 digits of your telephone number}. You will be required to enter the same 4 digits each
tiem you request a new PIN. If you forget your 4 digit verification number, you must contact the System
Administrator in order to receive a PIN. You must next agree to the certification statements provided and then click
on the "Request New PIN™ button.

Your PIN confirmation will be emailed to your account’s email address.

Enter your 4 digit verification number: | |

[ 1 agree to the terms and conditions in the agreement below.

|

TERMS AND CONDITIONS AGREEMENT
FOR REPORTING REGULATORY DATA
USING ELECTRONIC DATA INTERCHANGE TO THE RHODE ISLAND
DEPARTMENT OF HEALTH USING THE E2 REFORTING SYSTEM

| £

Thiz Terms and Condifions Agreement (“Agreement”™) is made by and betweenEhode Tsland
£ | >

- requestnew pin |

The user must enter their four digit verification number (last 4 digits of their social security #) and
agree to the terms and conditions stipulated on the screen. The new PIN will be sent to the user’s
email address. If a user has lost their PIN they will need to contact the system administrator.

43.3 Associated Laboratory
In order to view Laboratory Reports submitted for a water system or to prepare and/or submit
Laboratory Reports, a user must first be associated with a laboratory. The user can access the
@ Associated Laboratory

Associated Laboratory icon, to view the listing of laboratories with which
they are currently associated, or to request an association with a lab.

The first screen that is displayed lists the laboratories that the user is currently associated with.

r--*.ﬂl.dd Lahuraturyq

% EDWER. 36 BAL LABORATORY Administrakor Ackive
% PWTA 36 BAL LABORATORY Administr akor Aickive
% EDWR. 179 ESS LABORATORY Adrministr akor Active
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To obtain further information about a laboratory, click on the View icon S . This will display a
screen called Laboratory Detail.

Program ECAWE
Laboratory Certification Number  3a
Name BAL LABORATORY
Status Bickive
User Role ADMIMISTRATOR.

Analyte Mame Analyte Code Analyte Method
HETEROTROPHIC BACTERLA (HPC) 3001 92158
COLIFORM, FECAL 3013 92Z1E
COLIFORM, FECAL 3013 9221F
COLIFORM, E, COLI 3014 9223 COLISURE
COLIFORM, TOTAL (TCR) 3100 92218

In addition to showing the Certification Number of a lab, this Details screen also shows which
Analyte/Method pairs the lab is allowed to report on.

To remove association with a particular laboratory, the user can select the Disassociate button,
which will prompt the following window.

Microsoft Internet Explorer

| Are you sure you wank bo disassociate this Laboratory? Click OF ko disassociate this Laboratory, or click Cancel ko
\-‘Q) cancel the request.

[ K H Cancel ]

To request to be associated to a laboratory, click the Add Laboratory button from the Associated

Laboratory page.

%3 EDR, 36 BAL LABORATORY Administratar Active

% P TS 36 BAL LABORATORY Administrakor Active

This will bring the user to a laboratory search screen.
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e [ily Account > Associated Laboratory > Search Laboratory

Below you may locate existing Laboratories by partial Name and/or Certification Number. Once you have located
your desired Laboratory, please check the check hox next to the Laboratory and choose the appropriate role. When
you are finished, click the "Add Laboratory™ button.

Associated Laboratory - Search Laboratory

Search Laboratory

= 2 Search Panel

Laboratory Name:

Lab Certification Number: @

Enter the search criteria and press the Go button. Search results will be displayed below the search
panel. To add a laboratory make the appropriate selection in the search results list by clicking on
the empty box to the desired laboratory, and selecting the role in which the user will play within
the selected laboratory (Administrator, Certifier, or Preparer) then click the “Add Laboratory”
button. These roles are defined as follows:

¢ Administrator:
o Allowed to download, prepare, upload, review, and certify the accuracy of electronic
reports.
o Allowed to submit electronic reports to the state agency.
o If the user’s account is associated with a laboratory the user will have the following
additional privilege:
= Allowed to approve or deny requests from others requesting to be associated
with the laboratory.

o Certifier:
o Allowed to download, prepare, upload, review, and certify the accuracy of electronic
reports.

o Allowed to submit electronic reports to the state agency.

o If the user’s account is associated with a water system the user will be allowed to view
laboratory reports submitted on behalf of the water system.

e Preparer:

o Allowed to download and prepare electronic reports.

o Allowed to view electronic reports and past submissions, but not certify or upload any
submissions.

o If the user’s account is associated with a water system the user will be allowed to view
laboratory reports submitted on behalf of the water system.
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o My Account > Associated Laboratory = Search Laboratory

Below you may locate existing Laboratories by partial Name and/or Certification Number. Once you have located
your desired Laboratory, please check the check box next to the Laboratory and choose the appropriate role. When
you are finished, click the "Add Laboratory™ button.

Associated Laboratory - Search Laboratory

Search Laboratory

=l 2 Search Panel

Laboratory Name: | |

Lab Certfication Number: | | Q@

O EDWR 14014 WELL QUALIFIED Lake Hopatrong

Before the association is made, it must be approved by an administrator. The administrator will
receive a system generated email informing them that a user has requested an association with a
lab. The administrator will subsequently change the status of the request from pending to either
active or rejected. Another system generated email will then be sent to the user informing them of
the status of their association with the laboratory.
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5 eDWR Reporting (Public Drinking Water Reports)

Once a user has been associated with a laboratory, the user can then begin to submit laboratory
reports. To perform any reporting task, first click on the “Create New Reports” link in the
functional area to the left, this will allow the user the following options:

o View a blank form (template)
o Download a template file (XML or Excel)
o Fill out an online form (Online webpage entry or Copy/Paste from Excel)

P

Laboratory £ e DEFAULT

The introduction of this page is under construction.
] Create Hew Reports

Upload XML Reports Hote: This page may open a popup window. If you have a popup blocker please disable it.
;é Retrieve Saved Reports

Safe Drinking Water Reports for: IB'__ LKBdliﬁﬁ_dﬁY

£3]

33 View Submission

] View PWTA Reports

__-l Reference Data

g Copy/Past

= o
Generic Chemical Analysis Generic Chemical Analysis Wi r*,gl WML Excel \é Entry

e
Admin Tools % Generic Coliform Analysis Generic Colifarm Analysis @ Wit @ WML Excel @ Enitry \g Copy/Pash
33 Security Configuration
&‘ System Configuration
] Facility Management PWTA report for: BAL LABORATORY :|
Vg Reports Management B
€ 615 Validation Test (¥ ST T— T — . —

Private Well Testing Act Private Well Tesking Act izt @ HML Excel

»

My Account

There are two possible programs that the user can be associated with for each laboratory. These
programs are : Safe Drinking Water Reports and PWTA. If a user is associated with both programs
this screen is partitioned into two sections. To obtain a particular report the user must first go the
section of the page pertaining to the desired program (Safe Drinking Water or PWTA) reports, and
then select a laboratory using the drop-down associated with the appropriate report type.

5.1 Creating New Safe Drinking Water Reports
In an effort to streamline laboratory data reporting, RIDOH has consolidated the various paper DW
reports into 2 different online forms for Safe Drinking Water reporting: (1) the Generic Chemical
Analysis Form and (2) the Generic Coliform Analysis Form. The Generic Chemical Analysis
Form can be used in place of the following paper Report Forms:

VOC Form-: Volatile Organic Contaminants

Pb/Cu Form: Lead and Copper

SOC Form : Synthetic Organic Contaminants

TTHM Form: Volatile Organic Contaminants(TTHMs)
Inorganic Form: Inorganic Contaminants

HAAS Form: Haloacetic Acids
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The Generic Coliform Analysis Form can be used to submit individual coliform samples and
results, in place of the following Paper Report Forms:

e Bact. Form: Total and Fecal Coliform
e HPC: Heterotrophic Plate Count

The E2 Reporting System offers a laboratory with four options for submitting Safe Drinking Water
Reports electronically:

e Manual Online Entry: A user can prepare and submit an electronic report by entering
sample / result data into an online entry form on the E2 Reporting System.

e Copy & Paste Entry: A user can prepare data offline in a predefined spreadsheet format
and copy the data and paste it into an entry form on the E2 Reporting System.

e XML File Upload: A user can prepare data offline in a predefined XML Schema format
and upload the XML file to the E2 Reporting System.

e Microsoft Excel XML File Generation: A user can use the Microsoft Excel Template file
provided by the E2 Reporting System to prepare data offline. The Microsoft Excel
Template file contains a macro which will generate an XML File for you, which can be
uploaded to the E2 Reporting System.

511 Viewing a Blank Safe Drinking Water Report Template
Before a DWR report is made, a user may wish to preview or print the report format for the DWR.

To preview or print a DWR, click on the View icon é‘) "] for the corresponding form type.
This will bring up the following read-only screen that displays a blank DWR report.

’; HIDIjHl lj[[ice o} bliﬁking \Eai&l ljualiiy Eenetic Ci‘lenﬁcai Analys}s Form - Micm_so}t rlnlemeliExplromI

RIDOH- Office of Drinking Water Quality
Generic Chemical Analysis Report
I
Lablame: |

Sample Infermation

Lak s . . ? PhiCy Lak Original Lak Sample

Satmple i Replgcement ¥ietet Fpcitychsample Foibt | omplshoe Sample Collected By [Sample Collection Date fTime| e Location Receipt Satnple Address
Mumber Incicatar State Code T Sample Type =

humber Type Date Mumber Location

Analysis Results
Analysis
Method Code

Analyte
Code

Analysis DatesTime Data Guality ! Reason

!

!

Result Radiological Result Count Error

1 i [

3 i [

3 i [

g

10

| | | | |
| | | ! |
| | | | |
[ | | ! |
| | | | |
[ | | ! |
| | | | |
[ | | ! |
[ [ | [ |
[ | ! | ! |
| | | | |
[ | | ! |
| | | | |
[ | | ! |
| | | | |
l | | ! |
| | | | |
[ | | ! |
| | | | |
[ | | ! |
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The window displays the DWR in a format that is very similar to the electronic form. The form at
this point is considered a femplate, since the actual or measured values for sample and result data
are not shown. To print this template, right click on the form and select ‘Print’.

5.1.2 Downloading the Template XML

If the laboratory user wishes to submit data in XML format (perhaps by configuring the LIMS
system to export in XML), the use can first download the blank XML template, which provides the
required reporting structure for reporting data in XML format

To download an XML template of the DWR file, click on the Download XML icon, s for

the corresponding report. The user will be prompted to download the XML file.

F 3
File Download 3]
Do you want to open or save this file?

<@ Mame: LAB_GC =ml
= Type: =ML Document, 4. 63 KB

From:  xpchenall

Open ]l Save ]| Cancel |

harm your computer. |f pou do not trust the source, do not open or

@ While files from the |ntermet can be useful, some files can potentially
zave this file. 'What's the rigk?

To open the file in a new window without saving, click Open. Alternatively, if you wish to
download and save the template DWR XML file, click Save, at which point the user will be
prompted to provide the location to save the file.

Save in: | @‘

&

My Fecent
Documerts

—

‘ Desktop ‘

&

My Documents

My Computer

Save |
Cancel

File name: irII_AB_GC

My Notwork | Save sstype:  [ML Document

&£

FANE:
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The next few sections explain how the DWR module of the E2 Reporting System can generate the
submission file for the user.

In order to understand any type of message, common definitions and rules must be adopted and
enforced, which is where the XML Schema specific to Drinking Water reporting, the e-DWR
schema, comes into play. The e-DWR Schema is a definitive list of data elements created by a
cross-section of stakeholders, including State Environmental Agencies, Laboratory
Representatives, and the US EPA. This schema serves as a national standard for Laboratory-to-
State submission of analytical results.

Clicking on the XML icon, L allows you to take a peek behind the scenes at the data being
displayed. For a detailed discussion about XML please refer to the RIDOH E2RS XML
Transmission Protocol.

51.3 Downloading the Excel Template

If the user instead wishes to download the template file as an Excel file, return to the Create New
Reports screen by clicking on the Create New Reports icon in the functional area to the left,

_] Create Hew Reports

E Eccel

To download an Excel template of the DWR file, click on the Download Excel icon, for
the corresponding report.

This will begin a series of message boxes.

File Download E]

Do you want to open or save this file?

@ Mame: L&B_GC.xls
[H]

Type:  Microzaft Excel Wiork sheet

From:  xpchenall

Open ]l Save ]| Cancel |

harm your computer. |f pou do not trust the source, do not open or

@ While files from the [ntermet can be useful, some files can potentially
zave thig file. What's the rigk’?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the template DWR Excel file, click Save, at which point the
user will be prompted to respond with the location they wish to save the file in.
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Save As @

Savein: I_[-Q:!'_E);ktop v| ¢ o M-

vy Recent
Documerts

My Documents

L&,‘;

Iy Computer

File name: l L&B GO

Vi Save

Pl M etk Save as fupe: . icrozoft Excel Worksheet v | [ Cancel ]

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save

5.1.3.1 MS Excel File Generation

After downloading the template Excel file the user can populate the file with data and use a built in
macro to generate an XML file to be used for submission. When opening the Excel file you will be
notified that the file contains macros. Click the “Enable Macros” button to continue.

Security Warning E]

"CiDocuments and SettingsicerrablDesktopiLAB_GC. 5" contains macros,

Macros may contain viruses, It is usually safe to disable macros, but if the
macros are leqgitimate, wou might lose some functionality.

| Disable Macros ]Q Enable Macros ’]/\{ Mare Info ]

A —

The file will now be opened and you can begin entering data. When you have completed the data
entry, click the “Generate XML” button located near cell M3.
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A | =] | C | [u] | E | F G | H LI TJd] K] L [ M ] [ | a |
_1_|Rhode Island Department of Health
2z |Office of Drinking Water Quality
2 |Generic Chemical Analysis Spreadsheet
4 | Version 101 M
5 |Last Updated June 4, 2007
[
T Laboratory Certification Mumber™|
g Certifier Name"|
9 Telephone Mumber™|
o
_1_|NDTE: Begin entering samples in raw 15
12 |" - Indizates Fequired Field
13 Sample Infarmation
Lab Criginal
‘wiaker Sample Sample Sample PbiCu Feceipt Lab
Lab Sample Feplacement F acility Sample | Compliance | Collected Collection Collection Lowzation Diate Sample
14 Murmber® F'wS 10 Mumber® Indiczavor | State Code”| PointID® | Sample?® Eiy: Diate” Time Sample Type" Type Sample Mumber
15

The excel file will first be checked to verify that all required fields were entered. If they were not
entered, a message window will be displayed notifying you of the fields that have not been filled
out. Once all required fields have been entered, click the “Generate XML” button again. You will
be asked if you are ready to proceed.

Generate XML

L_?/' Are you ready to proceed?

%

Click the “Yes” button. Next, you will be asked where you want to save the generated file.

Save Dutput As E]E]
Savein: | e Local Disk (22 v @ @ Q@ X o B oTook-
= | [0 Alanta I TDEGE
\;-3) | Config Msi L3I TDRIS
My Recent | |5 Documents and Settings 3 TDRIE
Documents ||~ natoub =) TDBLE
— |=3JawisE0 A Temp
Lﬂ (3B uildei e
Desktop |23 My Downloads [
=) pofags ) WINDOWS
% I|_"| Program Files CZPd
LY | _IRECYCLER C)ZP4_data
My Documents | 25 SDWIS [ &_submission] 2 sml
I Sheridan @ Batch WOkM_2006-09-25.xml
:j_"?lg I=5F @ Edison.xml
- 2 Gubmizsian 2] LAB_COLIFORM_2007-04-1 7.5l
My Computer System Yalume Information 2] LAB_COLIFORM_2007-04-1 7T atal.sml
..:_’!} File narme: e oo QR -05-11 . il _V-
My Metwiork 2 =
Places 5ave 55 LyDE! | ML Files (*,xml) v |

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click the “Save” button. After the file has been generated, a message window will be
displayed to notify you that the process finished. Click the “OK” button. Now, this file can be
uploaded by following the instructions in the XML File Upload section (Section 5.2).
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5.1.4 Using the Web Form to Generate the DWR Submission File

Thus far we have focused on the template XML file. However, many labs may wish to fill out a
form very similar to the paper DWR. Using the E2-DWR System, the lab can fill out a web form
online to meet this reporting need. Once the web form is filled out, it can be used to generate the
submission DWR file populated with the reported data.

5.1.4.1 Manual Online Entry
To begin, return to the Create New Reports screen, by clicking on the Create New Reports icon

_] Create Hew Reports

in the functional area to the left. The user has two options for online entry,
to fill out a form online or to copy and paste information into an online template form.

To fill out an online form manually click on the Entry icon @ EM'"| under the Online Entry header.
This will bring up the following pop up window.

Microsoft Internet Explorer

P | The system will automatically create and save a new report For this laboratory,
\-"J/ Click K to create a new report, or click Cancel ko cancel the request.

[ K H Cancel l

To proceed, click OK. This opens the report form for the user to begin adding information.
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#f Generic Chemical Analysis Laboratory Report Form

Laboratory Mame: BAL LABORATORY
Laboratory Certification Number: 36
Report Form ID: 61

[E}{itl [S-.we] [ Submit to DOH

[ Add Record ] [ Delete Selected Recordis) ]

Sample Information

. . . Sample Sample 5
Delete Edit |Record Lab Sample | PWS5 ID | Replacement | Water Facility | Sample |Compliance -
Record | Record ID Mumber |Number Indicator State Code | PointID | Sample? CDIIE;tEd CD::I;:;:O'-' Cq
GEMERAL REPORT COMMENTS AND EXPLAMATION:
<
. Add Record . . .
To add a record click the Add Record button, . This opens another page in which

all of the record information can be filled in.

Lanorarory KEport LENerT

“f' Generic Chemical Analysis Laboratory Report Form

Laboratory Mame: BAL LABORATORY
Laboratory Certification Number: 36

Report Form ID: 61

[ Cancel ] [ Validate l [ Validate and Save
Record ID =NE;>

Lab Sample Number#®

PWS ID Number®

Replacement Indicator Select +
Water Facility State Code™

Sample Point ID*

Compliance Sample?#® Select +

At any point during the data entry the user can click the Validate button to check that the
information added to the form abides by the XML schema. Once the user has completed adding the
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data, they must click the Validate and Save button. This checks that the data is valid, and saves the
record to the report. It should be noted that at any time the user may save the values that have

been entered for this DWR and return at a later time, by clicking the Save button, .

Once the user has completed filling out the form, click the Submit to e-DWR button,
[ Submit to DOH ]

This brings up the submission screen.

o Enter PIH XIIIi L

a Certify Your Certifier: admin enfoTech
Submission Phone Humber:

For Laboratory Certifiers and for Water System -+
Certifiers: | certify under penalty of law that | have
personally examined and am familiar with the

information in this submission and all attachments

hereto, and that based on my inquiry of those

individuals immediately responsible for obtaining the
information, | believe that the submitted information is
true, accurate, and complete. 1.) For Laboratory

Certifiers: | am aware that there are significant civil and
criminal penalties, including the possibility of a fine or
imprisonment or both, for submitting false, inaccurate,

@ I CERTIFY
@  SubmitFile

The user must enter a PIN and check the “I certify” box before clicking the Submit button.

Microzoft Internet Explorer E]

P The file will be submitted to the server.
‘-'/ Click OF. to continue, or click Cancel to cancel the request.

f ok [ Cancel

After hitting Submit, the following screen will appear which provides a confirmation that the
submission was made:
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M Submission Successfill Pleaze go to "SubmuttalsBevision' page to check the subrmission
status later.

Subtmizsion TD: - 21

Certtifier's Mame:  admin enfoTech

Certifier's TCP/IP address: 192 168 28 89

Date and time file was sent:  0&/11/2007 172025 (Based on local server time)

Date and tune file was recerved:  06/11/2007 17:20:25  (Based on local server time)
Date and time acknowledgement was sent:  06/11/2007 17.20:26  (Based on local server
time)

The user can click the View Submissions tab to check the status of the report to see if it gets
processed or rejected.

5.1.4.2 Copy and Paste

In many cases, a facility may store its daily DWR data electronically in a common spreadsheet
software application, such as Microsoft Excel. To blend the simplicity of the web form with the
commonly used spreadsheet format, there is a copy and paste feature available on the Safe
Drinking Water report web forms. To use this feature, return to the Create New Reports screen by

C . _] Create Hew Reports | ]
clicking on the Create New Reports icon in the functional area to the left.

Then, click the Copy/Paste icon, & copyipaste This will open the following page

Laboratory Name: BAL LABORATORY
Laboratory Certification Number: 36

[Exitl anIi{Intel [ Submit to DOH ]

Paste data from spreadsheet below: [ Clear Content Below ]

Copying and pasting data allows for standardization of data, reducing the degree of error that may
occur by retyping the data. The parameters at the top of locally saved spreadsheet must be in the
same order as those on the DWR web form. Once the data is copied into the window, the user can
enter comments, if any.
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At any point during the data entry the user can click the Validate button to check that the

information added to the form abides by the XML schema. Once the user has completed filling out
. . [ Submit to DOH . .

the form, click the Submit to e-DWR button, . This will bring the user to

the submission page where the user will enter their PIN and certify the report.

5.2 Submitting e-DWR XML Files
In addition to submitting an e-DWR in the online entry section of the Create New Reports menu,
the user can also upload an XML report. This is accomplished by clicking on the Upload XML
Upload XML Reports

Reports icon

& Laboratory = Upload XML Reports

You can upload a DWR report in XML format from this page. Click on the browse button to locate the file on your computer. You can
validate the file before uploading it to the system by clicking the "Test File™ button. If the file is successtully validated enter your PIN,
check the "1 Certify" checkbox and click the "Submit" button to upload the file to the system.

Select File
Test Fil .
estile Test File

Enter PIH

© © O ©

Certify Your . a
Submission || certify under penalty of law that this document and all

attachments were prepared under my direction or
supervision in accordance with a system designed to
assure that qualified personnel properly gathered and
evaluated the information submitted. Based on my

inquiry of the person or persons who manage the

system, or those persons directly responsible for

gathering the information, the information submitted is,

to the best of my knowledge and belief, true, accurate,

and complete. | am aware that there are significant
penalties for submitting false information, including the +

] 1CERTIFY

© submitFile

To select a file, click on the Browse... button.

@ s

This will bring up the Choose File message box. Browse through the local file directory, and select
the file to be uploaded.
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Choose file
Laak jn: |[’§ﬂ' Desktop :J = 00 ef BB
P ;} [=La8_cc
My Fecent
Daocurnerits
Desktop
My Diocuments
My Computer
\% | | 3|
My Metwark File name: | LJ Open |
Places
Files of type: | Fites 1271 =] Lancel

Note that the file selected must be a valid XML file. If the file does not have an .xml extension, an
error will occur. Also, the file must generate as an e-DWR schema instance document, and must
comply with the naming of the data elements, order of the data elements, and data element type
definitions. If the e-DWR schema specifies a date value, it must be in a data element value. If a
string is present, an error will occur.

Before submitting the e-DWR XML file, you may test if the file is well formed and validate it
against the e-DWR schema. This can be accomplished by clicking the Test File button.

g | Testie Test File

A message box will appear to confirm that the file will be tested at the E2 Server.

Microsoft Internet Explorer

<P This will upload file ko server and test your file,
\-_"/ Are You sure?

|_ K J [ Cancel

Click OK to continue.

If the file is invalid, the specific validation errors will appear above the Select File row. The most
common errors are listed below.

(1) The file is not in XML format, for example, the submission file is in word format:
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o Select File

9 Invalid file type, please select a xml or zipped xml file.

e Test File

Browse...

(2) The file did not pass validation:

@ Data was validated and errors were found! Click here to view a detailed error message.

o Select File

o Test File

Browse. .

Click the “here” button to view the error message

Line

Line

Line

Line

Line

Line:
Line:

Line:
Line:

Line:
Line:

Line:
Line:
Line:

: 37; Column: 37; Message: cvc-enumeration-valid: Value " is not facetwvalid with respect to enumeration Y, N]'. It
must be a value from the enumeration.
: 37; Column: 37; Message:
40; Column: 37; Message:
40; Column: 37; Message:
: 41; Column: 37; Message:
41; Column: 37; Message:
42; Column: 39; Message:
: 42; Column: 39; Message:
60; Column: 28; Message:
60; Column: 28; Message:
: 81; Column: 40; Message:
81; Column: 40; Message:
100; Column: 27; Message: cvc-datatype-valid.1.2.1
100; Column: 27: Messaqe: cvc-type.3.1.3: The value " of element 'EN:CertificationDate" is not valid.

cve-type.3.1.3: The value
cve-datatype valid.1.2.1:
cve-type.3.1.3: The value

cve-datatype valid.1.2.1:
cve-type.3.1.3: The value
cve-datatype valid.1.2.1:
cve-type.3.1.3: The value
cve-datatype valid.1.2.1:
cve-type.3.1.3: The value
cve-datatype-valid.1.2.1:

cve-type.3.1.3: The value

" of element 'EN:ComplianceSamplelndicator’ is not valid.
" is not a valid value for "dateTime".

of element 'EN:SampleCollectionStartDate’ is not valid.
is not a valid value for time".

of element '‘EN:SampleCollectionStartTime' is not valid.
is not a valid value for "dateTime".

of element '‘EN:SampleLaboratoryReceiptDate’ is not valid.
is not a valid value for "dateTime".

of element 'EN:AnalysisEndDate’ is not valid.

is not a valid value for "dateTime".

" of element ‘EN:ResultStateNotificationDate’ is not valid.

: " is not a valid value for 'dateTime’'.

Once a valid XML file has been selected, the user must enter their PIN and certify their
submission. To submit the file, click the Submit button.

5.3 Editing or Deleting an Open Report

As stated above in the sections on creating new reports, the user has the option of saving their
work at any time during the creation process. To continue work on an open report, click on the

Retrieve Saved Reports icon,

.7 Retrieve Saved Reports

located in the functional area to the left.
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& Laboratory = Retrieve Saved Reports

To retrieve a saved report first select the laboratory from the drop down menu. Then, to edit an existing report click on the "Edit™
icon. To delete a report click the "Delete” checkbox and then click the "Update™ button.

Hote: This page will open popup window. if vou have a popup blocker please disable it.

Laboratory: |ACCUTEST LABORATORIES v

7] @ 0712002005 14:43:32 admin enfoTech 15
.F’

] @ 07)20/2005 15:51:09 admin enfoTech Generic Coliform Bnalysis 10

il .‘g 0712002005 13:40:42 admin enfoTech Generic Coliform Analysis 9

il g 0712002005 11:35:53 admin enfoTech Generic Chemical Analysis a

i@ @ 07/20/2005 11:26:50 adrin enfoTech 7
/'-;

Ll %é 071192005 16:54:49 admin enfoTech Generic Chemical Analysis &

] .‘g 07)05)2005 15:31:09 admin enfoTech Generic Chemical Analysis 4

] &g 06)28/2005 00;19:21 system Generic Chemical Analysis 2

=] @ 06)27/2005 11:43:58 system Generic Chemical Analysis 2

5.3.1 Editing an Open Report
To edit a report select a laboratory from the drop down menu, then find the desired report. To edit

the report click on the Edit icon . This will open the report. To make changes follow the steps
for creating a report in section 5.1.

5.3.2 Deleting an Open Report

I
Ll
A report can be deleted by checking the delete check box next to the appropriate report,

Then click the Update button, @ This will prompt the following message box

Microsoft Internet Explorer

\?/ Delete the selected report(s)?

Click OK to continue, or click Cancel to cancel the request.

[ oK l [ Cancel

To delete the report, click OK.
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5.4 Viewing Submissions

After a file has been submitted to the E2-DWR Server, it is accessible for viewing at any time. To

view a DWR submission, click on the View Submission icon,

i'J] View Submission

in the left

functional area. This will open the following screen.

View Laboratory Submissions

= |3 search Panel

Lab Mame:

| BAL LABDRATORY

Submission Status: I hll
|EDWR v
——
Submitted between: |05/07/2007

v

Program:

Status: @Processetl QS Rejected (ZaReceived <sResubmitted

[ L A THT

06JO7IZ007 10:33:57

@

0&/07/2007 10:33:59

admin enfo

g /h“;
| Lol v f 4 il 51 I N T B c

To find a particular submission select the Lab from the drop down menu. The user can also search
based on the submission status, program (EDWR or PWTA), and submission date. One of the
search criteria is Submission Status, these statuses are described below:

Received: A submission with “Received” status has been received by the E2 Reporting
System, but has not yet been validated.

Rejected: A submission with “Rejected” status has been received by the E2 Reporting
System, and was validated. However, errors where detected when validating the
submission.

Processed: A submission with “Processed” status has been received by the E2
Reporting System, and was validated with no errors detected. Only sample / results
contained within “Processed” submissions will be moved into SDWIS/State.
Resubmitted: A submission with “Resubmitted” status was originally rejected by the
E2 Reporting System, but a new submission was made to correct the errors.

5.4.1 Edit Rejected Submissions

&

From this page, ani submissions that were given the Rejected status can be edited by clicking

on the Edit icon

54.2 Download XML file
This page also allows the user to download the XML submission file by clicking on the XML icon

BML

This will bring up the following message box.
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File Download %)

Do you want to open or save this file?

:ﬂ ] Mame: submizzion_27.zip

Twpe: WinZip File, 1.73 KB

From:  wpchenald

Open ][ Save ]| Cancel |

harri your camputer. [Fyou do nak trust the zource, do nat apen ar

@ Wwhile files from the Intemet can be uzeful, zome files can potentially
zave this file, What's the risk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the XML submission file, click Save, at which point the user
will be prompted to respond with the location they wish to save the file in.

5.4.3 Chain of Custody
The Chain of Custody can be obtained for the submission by clicking on the Chain of Custody

icon @ This will bring up a screen displaying the Date/Time of the submission and the
Submission ID.

s Laboratory > View Submission > Chain of Custody

Information on the Chain of Custody for a laboratory submission
View Lab Submissions \ View Lab Rapurts\: View Lab Samples\

View Lab Submission - Chain of Custody

Certifier's name: admin enfoTech

Certifier's TCPP address: 172.48.131.89

Date and time the file was selected: Hot available {Base on atomic server time)

Date and time the file was sent: 06242005 18:02:22 {Base on atomic server time)
Date and time the file was received: 06242005 18:02:22 {Base on atomic server time)

Date and time acknowledgement was sent:  06/24/2005 18:02:22 (Base on atomic server time)
Submission Id: 1

A checksum validation performed now which demonstrates that the current file on

EEGEHEEE record with the server is identical to the original submission.
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5.4.4 Viewing Reports within a Submission
To view the reports within a submission, click the “View Lab Reports™ tab at the top right of the
page.

& Laboratory = View Report

To view a specific report within a submission choose the report type from the drop down menu and click the "Go” button. To ‘

download the report click the "View"™ icon.
s )/ View Lab Reports ew Lab Sampfes\

__,-‘P Lﬁew Lab Suh-miss.iﬁ

Yiew Submitted Laboratory Reports

= _-lSear’ch Panel
Lab Name: | ACCUTEST LABCORATORIES v]|
Submission Status: |,EZII V' Report Type: _;'-'III V'
Submitted between: il]ﬁ.-'?l].-‘?ﬂl]ﬁ iﬁ and El]?_-'?l].-'?l]l]ﬁ |ﬁ @

Status: @Processe(l @Rejec’le(l @)Receivetl < Resubmitted

06)24/2005 18:03:05 @ 06/24/2005 15:03:0% Generic Chemical Analysis admin enfoTech

To find a particular report select the Lab from the drop down menu. The user can also search based
on the submission status, report type, and submission date. To view the report, click the View icon

@ This launches a new window which displays the report.

5.4.5 Viewing Samples within a Report

To view the samples within a submission, click the “View Lab Samples” tab at the top right of
the page.
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» Laboratory = View Sample

To view a specific sample within a report you can search by either the PWS ID or the Lab Sample ID, then click the "Go™ button. To view
the sample data click the"View Data™ icon.

=

./ ViewLab Submissions \, View Lab H@ngr..ts

View Samples

£l |2 Search Panel

Lab Name: ACCUTEST LABORATORIES v PWSID: ] |
SDWIS/State Status: | All v Lab Sample ID: | |
Submitted between: Eéfiqﬁﬁﬁﬁ ! ﬁ and |_|]_Iﬂ2_|j|_rz_[7[|5 |ﬁ @

SDWIS/State Status: @ Unavailable @.\ Pending @ Accepted @ Rejected

43134134 MIIS25001 1040 i 2 06/24/2005 18:03:05 @ 06/24/2005 18:03:05

To find a particular sample select the Lab from the drop down menu. The user can also search
based on the SDWIS/State status, PWIS ID, Lab Sample ID, and submission date. To view the

data, click the View icon This will open a window displaying the sample data.
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6 PWTA Reporting (Private Drinking Water Reports)

6.1 Viewing a Blank PWTA Report Template (Optional)

Before a PWTA file is generated, a user may wish to preview and print out a blank PWTA
reporting form, as shown on their paper PWTA report. To preview or print a PWTA report, click

on the View icon @ "= for the corresponding form type. This will bring up the following pop-
up browser that displays the Paper PWTA report.

BIDOH- Office of Drnking Water Quality Private Well Testing Form - Microzsoft Internet Explorer

:{g. - RIDOH- Office of Drinking Water Quality
e Private Well Testing Act Results

Lab Submission Report
Lah Certification Humber:
Report Type: LT A,
Version{Original Revision):
Previous Reference Code:
Test (Full/Partial}:

Report Date:

Demographic Information

Test Requestor Information Well Owner Information
Test Requestor Type: Contract of Sale Date:

WG Professional ID:
Sample Purpose:
Title:

First Hame:

Last Hame:
Address Line 1:
Address Line 2;
City:

State:

Zip Code:
Country:
Telephone:
Email Address:

Owner Title:

Owner First Hame:

Owner Last Hame:

Mailing Address Line 1:
Mailing Address Line 2:
City:

State:

Zip Code:

Country:

Owner Phone Humber:
Owner Email Address:

Year of Home Construction:
Treatment Present(Yes/Hop: Mo
i Yes, Type:

Well Information:

Street Address (of Wellj:
‘Well Plat Humber:

‘Well Block Humber:

Well Lot Humber:

Degrees Horth Latitude:
Degrees West Longitude:
Coordinate Method Code:
GPS Reference Point Code:
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Well County Code: GPS Reference Point Comments:
Well Permit Humber:

Well Driller Hame:

Well Driller Lic. #:

Well Install Date:

Sample Information

Lab IS[?mple Fample Date [ Sample TimeEampler License # Umriztzgﬁﬁzmple Flushing Location Fiushing Information Comments|
Analysis Results
Acnaalﬁe Analyziz DatedTime  |Analysis Method Code|  Analyte Mame Resutt Fadiclogical Result Court Error

To print this template, right click in the center of the page and select print.

6.2 Submitting Using the Online Web Form

To begin, return to the Create New Reports screen, by clicking on the Create New Reports icon

_] Create Hew Reports

in the functional area to the left.

To fill out an online form, click on the Entry icon $Entw under the Online Entry header. This will
bring up the following pop up window.

Microsoft Internet Explorer, @

2 The system will automatically create and save a new repart For this laboratory,
H-'_'/ Click OF to create a new report, or click Cancel to cancel the request,

[ Ok ][ Cancel ]

To proceed, click OK. This opens the report form for the user to begin adding information.
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a Home

Laboratory *

|} Create Hew Reports

@ Upload XML Reports

Laboratory Name: MNEW ENGLAND TESTING LAB INC.
L4l Retrieve Saved Reports Laboratory Certification Number: 4
2] View Submission Report Form 1D: 62

2] View PWTA Reports

;2_ Reference Data

Admin Tools £3 [Page 1: Demographic Info] Eb Page 2: Well % Sample Info GP Page 3: Result & Submit
ﬂ Security Configuration | General Information

= ~ ——m—

?{6 System Configuration Full or Partial Submission* || Full it |

] Facility Management
'é_:'] Reports Management
£ GIS Validation Test

My Account

@ Help

Laboratory Report: Rhode Island Private Well Re

ﬁ“ Rhode Island Private Well Testing Form

Date Report To Requester® i‘ﬁ

PWTA Test Requestor Information

Test Req tor Type* | V|

S

T T
| o= = Wi Professional ID | |

This online entry form is broken up into three separate pages:

e Page 1: Demographic Info. This page contains PWTA requester information and
Property information.

e Page 2: Well & Sample Info. This page contains Well information and Sample
Collection information.

e Page 3: Result & Submit. This page contains all of the lab analysis results for each
sample.

Before moving on from one page to the next, all required information must be entered and
validated.

—ﬁ

“f' Rhode Island Private Well Testing Form

Laboratory Name: BAL LABORATORY
Laboratory Certification Number: 36

Report Form ID: 55

[Exit] ’ Adid Result l ’ Submit to DOH ]

Page 1: Demographic Info =b Page 2: Well & Sample Info =b [Page 3: Result & Submit]

Page 1: Demographic Info Gb Page 2: Well & Sample Info Gb [Page 3: Result & Submit] =

Analysis

Edit | Analyzing Lab | Analysis Analysis Analysis Analysis 1elb Gl Mrmier SDWIS Numbe
Method Code

Record | Cert. Number | Start Date | Start Time | Completion Date | Completion Time

@ 36 Q5222007 102640 05232007 11:21 A 1 Q92228 3100
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Once the user has entered all the necessary Demographic, Well, and Sample information they will
need to enter the Lab results for each analyte on Page 3. To do this, click the “Add Result” button.
This will open a new screen to enter the lab results.

IA Laboratory Report: Rhode Island

“f Rhode Island Private Well Testing Form

Laboratory Name: BAL LABORATORY
Laboratory Certification Number: 36
Report Form ID: a9
[ Cancel l [ WValidate ] [ WValidate and Sawve
I Analyzing Lab Cert Number* 36
Analysis Start Date* =
Analysis Start Time* . AM
Analysis Completion Date =
Analysis Completion Time . AM
| Lab Sample Number* 1 W
| | Analysis Method Code* 92158 A

At any point during the data entry the user can click the Validate button to check that the
information added to the form abides by the XML schema. Once the user has completed adding the
data, they must click the Validate and Save button. This checks that the data is valid, and saves the
record to the report.

[ Submit to DOH ]

Once the user has completed filling out the form, click the button located
on Page 3. It should be noted that at any time the user may save the values that have been entered

for this report on Pages 1 and 2 and return at a later time, by clicking the Save button, .

6.3 Submitting Using Microsoft Excel

Many laboratories may wish to use Excel to fill out their PWTA reports. The user can download a
blank Excel template and then fill out their PWTA reports in Excel. When they are done filling out
the report, they can click a button to convert the file to XML format, then upload the XML file to
E2. This reporting option has the following Pros and Cons:

Pros:
e Can be faster to fill out reports when compared to Online webform entry option
e Immediate feedback on some validation errors
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e No need to have knowledge of XML

e Laboratory can choose to integrate with their LIMS system (based on laboratory’s internal
efforts)

e Follow simple wizard to submit reports

e Do not get immediate feedback on all validation errors.

e [f Excel template changes, laboratory will need to make sure it is always using the latest
template format

e Requires laboratory to have a licensed copy of Microsoft Excel
If you choose to submit your PWTA reports using the Excel option, please follow the instructions
in this section.

6.3.1 Step 1: Downloading the Excel Template

If the user instead wishes to download the template file as an Excel file, return to the Create New
Reports screen by clicking on the Create New Reports icon in the functional area to the left,

_] Create Hew Reports

I

To download a template PWTA file, click on the Excel icon, Hlec for the corresponding report.
When prompted, click the Save button and select the local directory to which you wish to save the
Excel file.

File Download [x)

Do you want to open or save this file?

@ Marne: PWwWTA s
H

Type:  Microzoft Excel Worksheet

From: =pchenall

Open l[ Save ]| Cancel |

harm pour computer. [F pou do not trust the zouce, do not open ar

@ WWhile files from the Intermet can be ugeful, some files can patentially
zave thiz file. What's the nighk?
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6.3

2 Step 2: PWTA Submission Generation using Excel

After downloading the template Excel file the user can populate the file with data and use a built in
macro to generate an XML file to be used for submission. When opening the Excel file the user
will be notified that the file contains macros. Click the “Enable Macros” button to continue.

Security Warning

w2\ PWTA, xls" contains macros,

"DilTeam3vstemiYl_0heZ_workspacetez  deploy\RI_TOMCAT configitemplate

Macros may contain viruses, Ik is usually safe to disable macros, but if the
macros are legitimate, vou might lose some Functionality,

|

]

| Disable Macros ] | [ Enable Macros ]| [

10

Test Requestor Type *

11

WO Professional ID

12

Sample Purpose *

13

Title

14

First Hame *

14

Last Hame *

16

Address Line1*

17

Address Line 2

13

Country United States of America

19

Postal Code *

20

City *

y

State *

2

Phone Humber *

23

Email Address

24

25

Well Owner Information

2B

Contract of Sale Date |

More Info
A | E C | D
1 General Information
2 |Lab Certification Humber * Rhode Island Department of Health
3 Office of Drinking Water Quality
4 |Original or Revision * Private Well Testing Spreadsheet
5 |Date Sent to Requestor* Version 1.2.1 (May 22nd, 2007)
6 |Full or Partial *
7
e
9 PWTA Test Requestor Information

NOTE: Before filling out the Excel template file, be sure that you are using the most up to date
version. The version number can be found in cell D5 on the first worksheet in the template file.
The file may be updated periodically and posted on the E2-PWTA website.

Like the web form, the Excel template file is divided into 3 sections: (1) Demographic

Information, (2) Well and Sample Information, and (3) Results.
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Page 1 and 2

To complete these sections of the form simply fill in the required information. Some fields will
have pre-populated dropdown boxes for the user to make selections from an approved list of
responses. For any address on page 1 that is inside the United States, the user will not be able to
fill out the City or State fields as they can only be populated by entering the Postal Code. If the
country is other than the United States of America, the user will have access to the City and State
fields.

County/Municipality Selection

To enter the county and municipality codes on page 2 (cells B7 and BS) first select the county
from the dropdown list, this will automatically update the dropdown list for the municipality
(NOTE: If the County is later changed, the municipality will also need to be updated).

A | B | C | L
EEE 2: Well Location & Eample Information
Physical Well Location Information
Street Address [of Well] ™
Well Plat Number ="
Well Block Number =
Well Lot Number =
Well County Code ="
Well Town Code ™ | K
Well Permit Number | First Select a County )
Well DOriller Name
Well Driller Lic. ¥
Well Install Date
Latitude ="

[T P T

:aaja‘mmﬂqmmhwm|—t

Lab Sample
On page 2 Sample information is entered in the second box on the page. This information will later

be referenced by each sample result on Page 3. The Lab Sample ID’s that are entered in page 2
will be used to populate a dropdown list on page 3 as shown below:

Lab Sample 1D © Sample Date - Sample j
Ti o
123 1243112005 2:00
456 124312005 2:00
789 1243142005 2:00
(Page 2)
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Analysis Analysis Analysis Lab Analysis
Labk Cert |Analysis Start Time |Completion | Completion | Sample ID | Method
MNumber Start Date *|* Diate Time = Code *
-

123

45K

Ta89

(Page 3)

Page 3

All lab results are entered on Page 3.

Generate XML
Once all the data has been entered and the user is ready to generate an XML file, they will press
the “Generate XML” button on Page 3.

a | B | c | D | E | F | & H | g | k] L M N
1 |Page 3: Results and Submit
2 ‘ Generate XML ‘
3
FRad
Analysis Analysis Analysis Lab Analysis Less Result

Lab Cert |Analysis Start Time |Completion|Completion(Sample ID (Method SDWIS than Result Unit  |Count |Result
4 |Number | Start Date |~ Date Time - Code © Code ~ Analyte Name ~ Indicator |Result | Code * Error Comments
=] -
5]
T

The user will be asked if they are ready to proceed.

Generate XML |£i

9
"-T/ Are vou ready to proceed?

Click the “Yes” button.

If all of the required information was not provided the macro will generate an error message
indicating which required fields were omitted.

Validation Errors

iJ Please correct the Following errors on Page 1:

E, - Lab Certification Mumber must be supplied.

If all of the necessary information has been provided, the user will be asked where they want to
save the generated file.

enyorlech Page 42 of 55



Rhode Island DOH E2 Reporting System DWR User’s Manual

Savein: | e Local Disk (C:) v @ [@|Q X Cu B Tods-
| A [E8anta () TDBGE
M.EB | Config. =i ) TOEIS
My Recent | =) Dacuments and Settings I TORIE
Bocuments || oot ) TDBLE
3 ;abJAwssu 2 Temp
L |23 JBuilder I uic
Desktop |3 My Downloads =
=) pfags (CWINDOWS
IJ Frogram Files zPe
| RECYCLER CIZP4_data
My Docurnents | |5 S0WIS [=4 &,_submission1 2.sml
=5 Sheridan 29 Batch_wk_2008-09-25 «ml
'_'"Tlg =sP i:%’ Edizon.=ml
- ) Submission [2] LAB_COLIFORM_2007-04-17.5ml
My Computer System Yalume |nformation [ LAB_COLIFORM_2007-04-17T atal sl
o L - L]
‘:_‘} LN Ta_007-06-1 1] > [ e
My Metwork | =
Flaces | Save astype: sl Files {#,xrl} v Cancel G

Click the “Save” button. After the file has been generated, a message window will be displayed to
notify the user that the process finished.

Eenerate XML

1 CoAPw A 2007-06-11 5l created.
‘\l) Process finished

Click the “OK” button. Now, this file can be uploaded by following the instructions in the XML
File Upload section (Section 5.2).

6.4 Submitting Using XML Template

If the laboratory wishes to configure their LIMS system to automatically output PWTA
submissions in the XML format, they can use this submittal option.

6.4.1 Step 1: Downloading the Template XML (Optional)

The laboratory can choose to download a blank template file. To do this, return to the Create New
Reports screen by clicking on the Create New Reports icon in the functional area to the

_] Create Hew Reports

left

=ML

To download an XML template of the PWTA file, click on the Download XML icon,
This will begin a series of message boxes.

enyorlech Page 43 of 55



Rhode Island DOH E2 Reporting System DWR User’s Manual

File Download 3]
Do you want to open or save this file?

<@ Mame: PWTA xml

— Type: =ML Document, 4,63 KB
From: =pchenall

Jpen ][ Save ]l Cancel |

Wwhile files from the Internet can be useful, zome files can patentially
harr your computer. |f you do nat trust the source, do not open or
zave this file. What's the risk?

To open the file in a new window without saving, click Open. Alternately, the user can click
Cancel if they do not wish to save or open the file.

However, if the user wishes to download the template PWTA XML file, click Save, at which point
the user will be prompted to respond with the location they wish to save the file in.

Save As
Save in: r v] G 1
LY I_.'__'|My Documents
i :} | '_) My Computer
My Recent €My Metwark Places
Docurnents
C,
Deskiop
My Documents
%3
My Cormputer
‘;l File name: iPW'TA.me ~ Save
= : i
My Network Save as type: | %L Document |

Navigate to the directory where the file should be saved. Once you have selected a file location
and name, click Save. After the laboratory’s LIMS system has populated the template file or
otherwise generated an XML file in the correct format for PWTA, the user can follow the steps in
section 5.2 to upload the file into the system.

6.5 PWTA Viewer user type

For PWTA there is a special user type that can only see the View PWTA Reports tab. Interpreters,
Building Officials, and Water Quality Professionals would have a ‘Viewer’ user type.
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b

Laboratory

2] View PWTA Reports

Clicking the View PWTA Reports brings up a search screen that allows a user to search by the lab
name, Submission status, County, Municipality, and submission date.

Yiew Submitted PWTA Reports

= ,,}}, Search Panel

Lab Name: | NEW ENGLAND TESTING LAB INC. ' VJ
Submission Status: Al v_

County: |icesmneanns, | Municipality: ____________________ 3 :]
Submitted hetween: W, j and 'Wl:ﬁ @

Status: @Pl ocessed &Rejecle[l @Received <_2Resubmitted

12 24 0R/01 /2007 11:48:10 @ 06/01/2007 12:00:49 Private Well Testing Act admin
[ 12 05/29/2007 12:44.55 s.g,; 06/01/2007 12:00:43 Private Well Testing Act admin

The user can see a report by clicking on the View icon, @

-’g.‘: RIDOH- Office of Drinking Water Quality
LS Private Well Testing Act Results

Uy

Lab Submission Report
Lal Certification Humber: @
Report Type: FuT 2,
Wersion{Original Revisionp:Original
Previous Reference Code:
Test (FullPartial): Ful
Report Date: [2007-06-01

Demographic Information

Test Requestor Information Well Owiner Information

Test Requestor Type: Home Buyer Contract of Sale Date:

W Professional ID: fr=345 Owiner Title:

Sample Purpose: New: Supply Well Ovwner First Hame: frank

Title: Owner Last Hame: hally

First Hame: dave Mailing Address Line 1:tree lined drive
Last Hame: vy Mailing Address Line 2:

Address Line 1: elm st City: Mewy Brunswick
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This user type is unable to download the xml data behind the report and can only view reports
with a status of “submitted” or “resubmitted”.
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7 Reference Data

The user can obtain a listing of what water facilities are associated with a particular water system,

as well as, the status of the facilities and system, by clicking the Reference Data icon,
j‘, Reference Data

in the functional area to the left. From this screen the user can also obtain
information regarding the SDWIS Method as well as related parameters, by clicking on the
appropriate tabs located in the upper section of the screen.

* Laboratory > Reference Data > Water System
You search for Water System information by specifying your search criteria, then click the "Go™ button. After clicking the "Go" button, any

submissions matching the search criteria will be displayed in a table below. Click on the "Details” icon form more information on a
particular water system.

Water System \ SOWIS Methud\{: Parameter\

Views Water Systems

= _}v Search Panel

PWS ID:

Water System Name: N

County: All County | Status: |All v @
711 Water System Information

To find information regarding a water system first enter the appropriate search criteria.

View Water Systems

- _.}v Search Panel

PWS ID:

Water System Name: |pizza

County: All County | Status: | All i @
(*-‘Duwnlnad Datai
Records: 1 - 10 of 13
12 =
0 RIZ0B0147 a-1 PIZZA Mewpork Ackive
@ RIZ030004 BEGEAM CREAMERYAEGEAM PIZZA Providence Ackive

To download the data for each system returned by the search click the Download Data button

f.::miha'ﬂ"ﬁ'ﬂ’.‘?a‘

This will begin a series of message boxes.
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File Download X]

Do you want to open or save this hle?

@ MName: 'WS_REF_DATA, =l
xml Type: ML Document

Frar:  njdep.enfatech. net

Open ][ Save ]| Cancel |

harm wour computer. 1f you do not buzt the zource, do not open ar

@ While files fram the Internet can be uzeful, zome files can patentially
zave thiz file. What's the rizk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the water systems’ XML data file, click Save, at which point

the user will be prompted to respond with the location they wish to save the file in.

&,

ty Recent
Documents

€

Desktop

g

ty Documents

%‘1

kly Compuiter

My Network,

Savein: |@Desklop v. ) T 9 ,

File name: ot |

Save az tupe: |_><ML Document V|

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

To view the water facilities associated with a water system click the Details icon,

water system of interest.

for the
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+ Laboratory > Reference Data >~ Water System > Facility Detail

Facility information can be found for a particular Water System by clicking on the "Details" icon. J

/ Water System '\ SDWIS Method ) Parameter )

Water System - Facility Detail
. Detals  WaterFacility State Code  WaterSystemFacility lame  Status

wL001001 WELL 1 &
oS DISTRIBUTION SYSTEM &
Hs HISTORICAL SAMPLING STATION &

This screen displays a listing of the water facilities associated with the particular system, as well
as, their status. To view information regarding a facility’s sampling point click the Details icon,

for the water facility of interest.

« Laboratory > Reference Data > Water System > Facility Detail

Facility information ¢an be found for a particular Water System by clicking on the "Details" icon. J

/ Water system '\ SDWIS Method Y Parameter

Water System - Facility Detail - Sampling Point
... -cawlngPointlame _ _  Saws

WLOO1001 a

7.1.2 SDWIS Method

To find information regarding a SDWIS Method click on the SDWIS Method tab from the
Reference Data screen, then enter the appropriate search criteria. (Note: details of a method can be
found by searching a parameter from the Parameter tab (See section 7.1.3), and then selecting to
view the methods related to the particular parameter, this action will bring the user to the SDWIS
Method tab, as if they had performed a method search.)
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« Laboratory > Reference Data > SDWIS Metho«l

Search for methods used in Safe Drinking Water Reporting. J

.-*'f Water System i3/ SDWIS Method '\ Parameter

View SDWIS Methods

El _l Search Panel

SDWIS Method Code: |ASTMD129395

SDWIS Method Name: | | @

A3TMD129395 ASTM D1293-95

To download the data for each method returned by the search click the Download Data button

' M‘ This will begin a series of message boxes.

File Download 3]
Do you want to open or save this file?

<@ MName: METHOD_REF_DATA ml
= Type: #ML Document, 412 KB

From: spchenall

Open ]l Save ]| Cancel |

harm pour computer. If you do not trust the source, do not open or

@ Wwihile files fram the Intermet can be uzeful. some files can potentially
zave thiz file. What's the risk?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.

However, if you wish to download the SDWIS method XML data file, click Save, at which point
the user will be prompted to respond with the location they wish to save the file in.
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Sawve As @

Savein: |@' Desktop V| O B

My Recent
Documnents

1L

Desktop

.

My Documents

ty Computer

File name;

v e ]
My_N-etwo_r_k Save as bupe: iXMLDocument vl l Cancel ]

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

To view the parameters related to the method click the Details icon, for the method of
interest. This will action will transfer you to the Parameter tab located at the top of the screen.

* Laboratory » Reference Data > Parameter

Search for parameters used in Safe Drinking Water Reporting. |

‘.f" Water System ) SDWIS Method ' Parameter \

View Parameters

B _.'L Search Panel

Parameter Code:

Parameter Code Context: Please Select hd I

Parameter Name: | | @

<3 pH 1925 SDWIS-1925 pH
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7.1.3 Parameter Search

To find information regarding a Parameter click on the Parameter tab from the Reference Data
screen, then enter the appropriate search criteria. (Note: details for a parameter can be found by
searching a method from the SDWIS Method tab (See section 7.1.2), and then selecting to view the
parameters related to the particular method, this action will bring the user to the Parameter tab, as
if they had performed a parameter search.)

« Laboratory > Reference Data > Parameter

Search for parameters used in Safe Drinking Water Reporting. J

 Water System  SDWIS Method \

View Parameters

= 2 search Panel

Parameter Code: | |

Parameter Code Context: | Please Select V|

Parameter Name: | | @

@ FH 1925 SDWIS-1925 pH

To download the data for each parameter returned by the search click the Download Data button.

This will begin a series of message boxes.

File Download ]
Do you want to open or save this file?

P MNarne: PARAMETER_REF_DATA xml

— Type: *ML Document
From: xpchenall

Open ]’ Save ]| Cancel |

YWhile files from the [ntermet can be useful, some files can potenhially
harm vour computer. |f you do not trust the source, do not open or
zave thiz file. What's the ngh?

To open the file in a new window without saving, click Open. Alternately, click Cancel if you do
not wish to save or open the file.
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However, if you wish to download the parameter XML data file, click Save, at which point the
user will be prompted to respond with the location they wish to save the file in.

Save As E| EI

Save i |@ Deskiop Vi & Bl == SR

hy Recent
Documents

Desktop

My Documents

Iy Computer

File name: {PaRAMETER

REF_DATA v [ sae |

My Metwork  Save a3 type: EXML Document v | [ Cancel ]

Navigate to the directory where you wish to save the file. Once you have selected a file location
and name, click Save.

To view the methods related to a particular parameter click the Details icon, for the

parameter of interest. This will action will transfer you to the SDWIS Method tab located at the top
of the screen.

+ Laboratory > Reference Data > SDWIS Method

Search for methods used in Safe Drinking Water Reporting. J

#-“*'Water System y, SDWIS Method \-’*'Parameter !

View SDWIS Methods

[ | Search Panel

SDWIS Method Code: |:|

SDWIS Method Name: | | @

ASTMD129395 ASTM D1293-95
EPA150.1 EPA Methad 1501
SM4S00HE Standard Methads 4500-H-+E
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8 Glossary
Term Definition
Administrator User Account Level which has the following privileges:
e Allowed to download, prepare, upload, review, and certify the
accuracy of electronic reports.
e Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a laboratory the user will have
the following additional privilege:
e Allowed to approve or deny requests from others requesting to be
associated with the laboratory.
If the user’s account is associated with a water system the user will
have the following additional privileges:
e Allowed to approve or deny requests from others requesting to be
associated with the water system.
e Allowed to view laboratory reports submitted on behalf of the
water system.
e Allowed to manage which laboratories may submit electronic
Drinking Water Reports on the behalf of the water system.
Certifier User Account Level which has the following privileges:
e Allowed to download, prepare, upload, review, and certify the
accuracy of electronic reports.
e Allowed to submit electronic reports to the state agency.
If the user’s account is associated with a water system the user will
have the following additional privilege:
e Allowed to view laboratory reports submitted on behalf of the
water system.
DWR Drinking Water Reports
E2 Rhode Island Department of Health Electronic Environmental

Reporting System. A web-based information system that allows
laboratories and the regulated community to electronically submit
reports to the Rhode Island Department of Health.

Electronic Signature
Agreement

Serves as a formal agreement between each PIN holder (Certifier) and
the Department regarding the responsibilities and use of their PIN

Personal Identification
Number (PIN)

A sequence of alpha-numeric characters assigned to a Certifier by
RIDOH which provides an “electronic signature” for the certifier.
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Term Definition
Preparer User Account Level which has the following privileges:
e Allowed to download and prepare electronic reports.
e Allowed to view electronic reports and past submissions, but not
certify or upload any submissions.
If the user’s account is associated with a water system the user will
have the following additional privilege:
e Allowed to view laboratory reports submitted on behalf of the
water system.
PWTA Private Well Testing Act
RIDOH Rhode Island Department of Health
SDWIS/State Safe Drinking Water Information System State version: RIDOH’s

database used to manage the Safe Drinking Water Act

Submission ID

A unique number generated by E2 and assigned to each submission.

Viewer

User Account Level which has the following privileges:
e Allowed to view electronic PWTA reports, but not download or
upload any submissions.

XML

Extensible Markup Language (XML) is a recommended standard by
World Wide Web Consortium (W3C) for generic data communication
(http://www.w3.0rg/TR/2000/REC-xmI-20001006).

XML Schema

Defines the data element names, definitions, order, required fields,
and data types for all elements in an XML file.
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